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Official self-study test preparation guide for the CCIE Security written exam 350-018

Updated content covers all the latest CCIE Security written exam 2.0 objectives, including:

- AES, EAP, 10S SSH, RDEP, and intrusion prevention

- DNS, TFTP, Secure Shell, Secure Socket Layer Protocol, NTP, and SNMP

- Password security, password recovery, and standard and extended access lists

- Encryption technologies and security protocols, including IPSec, AES, 3DES, TACACS+, and RADIUS

- Cisco security applications, including Cisco Secure PIX® Firewall, VPN, IDS, IPS, and Cisco Policy
Manager

- Basic security methods and the evolution of new secure networks including packet filtering, proxies, and
NAT/PAT

- Cisco security applications such as the VPN 3000, client-side VPNSs, and service modules

With increased reliance on networking resources to provide productivity gains and corporate revenue
contributions, the need for network security has never been higher. Rising concerns over corporate
espionage, cyber-terrorism, financial fraud, and theft of proprietary information have radically increased the
demand for highly skilled networking security professionals. As one of the most sought-after and highly
valued networking certifications, the Cisco Systems® CCIE Security certification is answering the need for
technical expertise in this critical market by distinguishing the top echelon of internetworking experts.

CCIE Security Exam Certification Guide, Second Edition, is a comprehensive study tool for the CCIE
Security written exam version 2.0. Fully updated and reviewed by present and former members of the CCIE
Security team at Cisco®, this book helps you understand and master the material you need to know to pass
the written exam. Covering all the topicsin this challenging exam, this book is your ultimate exam
preparation resource. Designed to optimize your study time, CCIE Security Exam Certification Guide helps
you assess your knowledge of the material at the start of each chapter with customized quizzes for each
topic. Increase retention of key concepts by reviewing succinct summaries of crucial concepts. Test your
comprehension with chapter-ending review guestions. Determine your assimilation of knowledge and get a
taste of the CCIE Security lab exam with sample lab scenarios in the last chapter. Take timed practice exams
that mimic the real testing environment with the CD-ROM test engine or customize the test bank to focus on
the topics for which you need the most help.

CCIE Security Exam Certification Guide, Second Edition, is part of arecommended study program from
Cisco Systems that includes simulation and hands-on training from authorized Cisco Learning Partners and
self-study products from Cisco Press. To find out more about instructor-led, e-learning, and hands-on
instruction offered by authorized Cisco Learning Partners worldwide, please visit
WWW.CiSCO.com/go/authorizedtraining.

“This book will be avaluable asset for potential CCIE Security candidates. | am positive individual s will
inevitably gain extensive security network knowledge during their preparation for the CCIE Security written
exam using this book.”



-Y usuf Hussain Bhaiji, CCIE Security Program Manager, Cisco Systems

Companion CD-ROM
CD-ROM contains atest engine with over 500 questions covering the full range of CCIE Security written
exam topics, flash card format practice questions, and an electronic version of the text.

CD-ROM test engine powered by www.boson.com. Boson Software is a Cisco Learning Partner.
Thisvolume is part of the Exam Certification Guide Series from Cisco Press®. Books in this series provide
officially developed exam preparation materials that offer assessment, review, and practice to help Cisco

Career Certification candidates identify weaknesses, concentrate their study efforts, and enhance their
confidence as exam day nears.
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From reader reviews:

Donna Cook:

In other case, little people like to read book CCIE Security Exam Certification Guide (CCIE Self-Study)
(2nd Edition). Y ou can choose the best book if you'd prefer reading a book. Provided that we know about
how isimportant a new book CCIE Security Exam Certification Guide (CCIE Self-Study) (2nd Edition).

Y ou can add information and of course you can around the world by a book. Absolutely right, because from
book you can understand everything! From your country till foreign or abroad you will end up known. About
simple issue until wonderful thing it is possible to know that. In this era, we can open a book as well as
searching by internet product. It is called e-book. Y ou may use it when you feel bored to go to the library.
Let's study.

Sean Scruggs.

Here thing why this kind of CCIE Security Exam Certification Guide (CCIE Self-Study) (2nd Edition) are
different and trustworthy to be yours. First of all reading a book is good nevertheless it dependsin the
content of the usb ports which is the content is as tasty as food or not. CCIE Security Exam Certification
Guide (CCIE Self-Study) (2nd Edition) giving you information deeper and different ways, you can find any
publication out there but there is no guide that similar with CCIE Security Exam Certification Guide (CCIE
Sdf-Study) (2nd Edition). It gives you thrill looking at journey, its open up your own eyes about the thing
that happened in the world which is possibly can be happened around you. It is easy to bring everywhere like
in park your car, café, or even in your way home by train. Should you be having difficulties in bringing the
paper book maybe the form of CCIE Security Exam Certification Guide (CCIE Self-Study) (2nd Edition) in
e-book can be your substitute.

Roseann Flowers:

Reading a e-book can be one of alot of activity that everyone in the world adores. Do you like reading book
so. There are alot of reasons why people likeiit. First reading a e-book will give you alot of new facts.
When you read a book you will get new information simply because book is one of many ways to share the
information or maybe their idea. Second, reading a book will make you actually more imaginative. When
you looking at a book especialy fiction book the author will bring you to definitely imagine the story how
the people do it anything. Third, you are able to share your knowledge to other individuals. When you read
this CCIE Security Exam Certification Guide (CCIE Self-Study) (2nd Edition), it is possible to tells your
family, friends along with soon about yours reserve. Y our knowledge can inspire the mediocre, make them
reading areserve.

Jeanne Pratt:

The reason? Because this CCIE Security Exam Certification Guide (CCIE Self-Study) (2nd Edition) isan
unordinary book that the inside of the publication waiting for you to snap it but latter it will zap you with the



secret the ideainside. Reading this book close to it was fantastic author who also write the book in such
incredible way makes the content on the inside easier to understand, entertaining technique but still convey
the meaning completely. So, it isgood for you for not hesitating having this anymore or you going to regret
it. This unique book will give you alot of advantages than the other book get such as help improving your
ability and your critical thinking method. So , still want to delay having that book? If | had been you | will go
to the reserve store hurriedly.
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